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(57) ABSTRACT

A method, system and program product for performing
automated tests on a system under test. A set of test blocks
is provided, with each test block triggering at least one user
activity on the system under test. The following is performed
iteratively to execute multiple test blocks consecutively:
defining a subset of executable test blocks; scoring the
executable test blocks based on at least one scoring param-
eter; selecting a test block to be executed out of the subset
of executable test blocks by randomly selecting a test block
based on the scores, where the probability of selection of a
test block depends on the score; executing the selected test
block; updating the data of the status repository based on
data of the system under test; and updating the data of the
history log by adding data regarding the executed test block
and the results of the test block execution.

15 Claims, 4 Drawing Sheets
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1
PERFORMING AUTOMATED SYSTEM
TESTS

This application is a counterpart of and claims the benefit
of priority to United Kingdom Patent Office Application
Serial No. GB1306399.5, filed on Apr. 9, 2013, the contents
of which are hereby incorporated by reference.

FIELD OF THE INVENTION

The present invention relates generally to the field of
system testing. More specifically, the present invention is
related to a method and system for performing automated
tests on a system under test.

BACKGROUND

System testing checks whether the system under test
operates as intended or not. When the system under test does
not operate as intended, yielding unexpected results, this is
due to defects in the system or the system’s software. The
correction of these defects, and the introduction of new
features or the enhancement of existing features, may intro-
duce new defects into the system under test. Repeated
testing improves the likelihood of catching defects soon
after their introduction.

In general, there are two testing approaches with mutually
exclusive advantages, namely, manual testing and auto-
mated testing. The strength of manual testing, especially in
complex software environments, is that the software is used
from the customer’s point of view and with a customer-like
behavior thereby executing an arbitrary sequence of activi-
ties and inputs. Due to manual testing the state of the system
under test is non-deterministic, e.g. due to user errors. Thus,
the system under test might get into a system state that has
not yet been considered. In addition, long term effects might
be detected across the complete set of system features and
belonging to totally different system blocks.

In contrast thereto, automated testing shows other advan-
tages. Automated testing is less resource intensive than
manual testing because no human test person is needed. In
addition, occurring failures are deterministically reproduc-
ible because of the well-defined run of the test routine.
Finally, automated testing is much faster, i.e., a higher
coverage of testing is reached in a certain period of time.

Known solutions and tools essentially are focused on
automated test execution. By that, these solutions provide
the advantages of automated testing as described above but
do negate the benefits of manual test execution. Hence, once
manual test scenarios get automated, most of the mentioned
advantages of manual testing are lost because the user-
specific randomness is eliminated by using a deterministic
test environment. In addition, most automated tests do not
focus on long-term effects and do not reflect stochastical
aspects of human user activities.

Therefore, it would be advantageous to have a mechanism
for system testing which combines the advantages of manual
and automated testing in order to improve the quality and
error detection of automated system testing.

SUMMARY

It is an objective of embodiments of the invention to
provide for an improved computer-implemented method,
computer-readable medium and system for improving the
quality and error detection of automated system testing. The
objective is solved by the features of the independent claims.
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2

Preferred embodiments are given in the dependent claims. If
not explicitly indicated otherwise, embodiments of the
invention can be freely combined with each other.

In one aspect, the invention relates to a method for
performing automated tests on a system under test, the
method comprising the following steps:

Providing a set of test blocks (TB1-TBn), each test block
(TB1-TBn) triggering at least one user activity on the
system under test (SUT);

Providing a status repository (130) containing data
reflecting the current status of the system under test
(SUT);

Providing a history log (140) which protocols data regard-
ing the performed automated tests and therefore pro-
vides data necessary for tracing the test history;

wherein the following set of steps is performed iteratively
in order to execute a plurality of test blocks (TB1-TBn)
consecutively:

Defining a subset of executable test blocks by evaluating
preconditions mandatory for executing the test blocks
(TB1-TBn) based on the current status of the system
under test (SUT);

Scoring the executable test blocks based on at least one
scoring parameter;

Selecting a test block (TB1-TBn) to be executed out of the
subset of executable test blocks by randomly selecting
a test block based on said scores, wherein the prob-
ability of selection of a test block depends on said
score;

Executing the selected test block wherein due to the
execution at least one action is triggered on the system
under test (SUT);

Updating the data of the status repository (130) based on
data of the system under test (SUT) provided by the
executed test block; and

Updating the data of the history log (140) by adding data
regarding the executed test block (TB1-TBn) and the
results of the test block execution in order to provide a
possibility of repeating the automated tests starting at a
certain status of the system under test (SUT).

Thereby an enhanced approach for automated, state-based
stochastic system testing is presented which combines the
advantages of arbitrariness and unpredictability of manual
testing with the efficiency of automated testing. By evalu-
ating the set of executable test blocks based on pre-condi-
tions and selecting a test block out of said set of test blocks
based on a statistical method a dynamic, random selection
and execution of test cases based on the current status of the
system under test is obtained.

Because of the non-deterministic order of execution of
test blocks and the arbitrariness of the parameters and states
of the system under test during the automated test, it is
advantageous to implement a test history logging. Said
logging may include an indication of already executed test
blocks and the order of execution, the respective execution
states of all test blocks performed so far, the input and output
parameters of said executed test blocks and the state/char-
acteristics of the system under test before and after the
execution of a test block. Thereby the ability of completely
reproducing a certain failure situation is obtained.

Thus, the history log provides the possibility of repeating
the automated test starting at a certain status of the system
under test. Thereby, in case of a failure situation it is not only
possible to review the logged information, but it is also
possible to execute all performed test blocks in exactly the
same sequence as they were performed when the error
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situation occurred. Thereby it is possible to deterministically
reproduce previously stochastically explored failure sce-
narios.

According to preferred embodiments, the status of the
status repository is stored in the history log before and/or
after the execution of the test block. Thereby it is possible to
reconstruct the changes in the status repository caused by a
certain test block.

According to preferred embodiments, a test scenario is
built up by a set of self-contained test blocks, wherein the
sequence of execution of test blocks is influenced by the
current status of the system under test. A test scenario may
comprise a plurality of user interactions. For emulating a
system usage as close to a human usage as possible, each
user interaction or a set of user interactions may be imple-
mented as a test block. So each test block may represent said
set of user activities as the smallest cohesive unit of steps.
By influencing the order of execution of said test blocks
based on the status of the system under test, it is possible to
reflect a common user activity.

According to preferred embodiments, the sequence of test
blocks to be executed is determined in real-time based on
data of the status repository reflecting the status of the
current system under test modified by the test block execu-
tion. Thereby the sequence of execution of test blocks
depends not only on the expected but also on the unexpected
behavior of the system under test.

According to preferred embodiments, the test blocks are
executable independently from each other, if said precondi-
tions mandatory for executing the test blocks are fulfilled.
Said preconditions may be information or states produced by
earlier performed test blocks. So, not all test blocks con-
tained in the test block repository may be executable any-
time but a prior executed test block may establish a system
state necessary for executing a following test block.

According to preferred embodiments, the test blocks are
associated with at least one weighting factor indicating a
relative frequency of the user activity emulated by the test
block, wherein the probability of selection of a test block is
affected by said weight factor. For example, in a certain test
scenario, a first user activity covered by a first test block may
appear more often than a second user activity covered by a
second test block. To get an automated test close to reality,
it might be advantageous to emulate said relative frequency
of occurrence. Said weighting factor influences the likeli-
hood of selection of a certain test block and therefore can be
used to adjust the relative frequency of occurrence of test
blocks as desired.

According to preferred embodiments, after executing a
test block the execution is validated using validation criteria
associated with the executed test block. Preferably, the
executed test block validates itself against success (pass) or
exit (fail) criteria and enables therefore an evaluation of the
part of the test scenario covered by the respective test block.
Thereby a possible failure or bug within the system under
test may be explored in close context with the cause of said
failure. Preferably, the validation criteria are an integral part
of the data of the respective test block.

According to preferred embodiments, also the result of
the validation is stored in the history log. Thereby it is
possible to reproduce the success or failure of the already
executed test blocks and thereby facilitate the localization of
the failure.

According to preferred embodiments, a set of test blocks
is executed iteratively and cleanup or initialization steps are
avoided in-between successive test blocks to enable the
testing of long term effects. In contrary to common auto-
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mated tests no initialization routines are necessary to ensure
a clean test environment. Thereby it is possible to explore
long term effects across the complete set of features of the
system under test.

According to preferred embodiments, the subset of
executable test blocks is updated after each test block
execution by evaluating the executability of the available
test blocks based on the updated data and/or metadata
contained in the status repository. Thereby the amount of
executable test blocks is changed after each test block
execution depending on the current state of the system under
test. Thus, the test scenario built up by the actual executable
test blocks is adapted according to the current state of the
system under test.

According to preferred embodiments, the at least one
scoring parameter is a parameter associated with the period
of time elapsed since the last execution of the test block
and/or a parameter associated with the test block specifying
the priority or focus of the test block. Thus, the probability
of selection of a test block not used for a longer period of
time is higher than the probability of selection of a test block
currently executed. The parameter indicating the priority or
focus may be used to specify a certain area of application of
a test block or certain coverage of aspects of the system
under test. If, for example, a code change was made regard-
ing a certain aspect of the system under test, the test blocks
may be preferably selected which cover said aspect.

In a further aspect, the invention relates to a system for
performing automated tests on a system under test, the
system comprising:

a test block repository (110) providing a set of test blocks
(TB1-TBn), each test block (TB1-TBn) triggering at
least one user activity on the system under test (SUT);

a status repository (130) containing data reflecting the
current status of the system under test (SUT);

a history log (140) adapted to protocol data regarding the
performed automated tests and therefore adapted for
providing data necessary for tracing the test history;

wherein the system is adapted to execute a plurality of test
blocks (TB1-TBn) consecutively using:

means for defining a subset of executable test blocks by
evaluating preconditions mandatory for executing the
test blocks based on the current status of the system
under test (SUT);

means for scoring the executable test blocks based on at
least one scoring parameter;

means for selecting a test block to be executed out of the
subset of executable test blocks by randomly selecting
a test block based on said scores, wherein the prob-
ability of selection of a test block depends on said
score;

a test block execution unit (120) adapted to execute the
selected test block wherein due to the execution at least
one action is triggered on the system under test (SUT)
and adapted to update the data of the status repository
(130) based on data of the system under test (SUT)
provided by the executed test block;

means for updating the data of the history log (140) by
adding data regarding the executed test block (IB1-
TBn) and the results of the test block execution in order
to provide a possibility of repeating the automated tests
starting at a certain status of the system under test
(SUD).

In a further aspect, the invention relates to a computer-

readable medium comprising computer-readable program
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code embodied therewith which, when executed by a pro-
cessor, cause the processor to execute a method as previ-
ously described.

BRIEF DESCRIPTION OF THE DRAWINGS

In the following, preferred embodiments of the invention
will be described in greater detail by way of example, only
making reference to the drawings in which:

FIG. 1 shows a schematic representation of the automated
test system,

FIG. 2 shows a schematic flowchart of the automated test
process according to the invention;

FIG. 3 shows a schematic flowchart of the step of iden-
tifying executable test blocks;

FIG. 4 shows a schematic flowchart of the step of check-
ing execution readiness of the test blocks; and

FIG. 5 shows a schematic flowchart of the step of select-
ing a test block out of a set of executable test blocks.

DETAILED DESCRIPTION

As will be appreciated by one skilled in the art, aspects of
the present disclosure may be embodied as a system, method
or computer program product. Accordingly, aspects of the
present disclosure may take the form of an entirely hardware
embodiment, an entirely software embodiment (including
firmware, resident software, micro-code, etc.) or an embodi-
ment combining software and hardware aspects that may all
generally be referred to herein as a “circuit,” “module” or
“system.” Furthermore, aspects of the present disclosure
may take the form of a computer program product embodied
in one or more computer readable medium(s) having com-
puter readable program code embodied thereon.

Any combination of one or more computer readable
medium(s) may be utilized. The computer readable medium
may be a computer readable signal medium or a computer
readable storage medium. A computer readable storage
medium may be, for example, but not limited to, an elec-
tronic, magnetic, optical, electromagnetic, infrared, or semi-
conductor system, apparatus, or device, or any suitable
combination of the foregoing. More specific examples (a
non-exhaustive list) of the computer readable storage
medium would include the following: an electrical connec-
tion having one or more wires, a portable computer diskette,
a hard disk, a random access memory (RAM), a read-only
memory (ROM), an erasable programmable read-only
memory (EPROM or Flash memory), an optical fiber, a
portable compact disc read-only memory (CD-ROM), an
optical storage device, a magnetic storage device, or any
suitable combination of the foregoing. In the context of this
document, a computer readable storage medium may be any
tangible medium that can contain, or store a program for use
by or in connection with an instruction execution system,
apparatus, or device.

A computer readable signal medium may include a propa-
gated data signal with computer readable program code
embodied therein, for example, in baseband or as part of a
carrier wave. Such a propagated signal may take any of a
variety of forms, including, but not limited to, electro-
magnetic, optical, or any suitable combination thereof. A
computer readable signal medium may be any computer
readable medium that is not a computer readable storage
medium and that can communicate, propagate, or transport
a program for use by or in connection with an instruction
execution system, apparatus, or device. Program code
embodied on a computer readable medium may be trans-
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6

mitted using any appropriate medium, including but not
limited to wireless, wireline, optical fiber cable, RF, etc., or
any suitable combination of the foregoing.

Computer program code for carrying out operations for
aspects of the present invention may be written in any
combination of one or more programming languages,
including an object oriented programming language such as
Java, Smalltalk, C++ or the like and conventional procedural
programming languages, such as the “C” programming
language or similar programming languages. The program
code may execute entirely on the user’s computer, partly on
the user’s computer, as a stand-alone software package,
partly on the user’s computer and partly on a remote
computer or entirely on the remote computer or server. In the
latter scenario, the remote computer may be connected to the
user’s computer through any type of network, including a
local area network (LAN) or a wide area network (WAN), or
the connection may be made to an external computer (for
example, through the Internet using an Internet Service
Provider).

Aspects of the present disclosure are described with
reference to flowchart illustrations and/or block diagrams of
methods, apparatus (systems) and computer program prod-
ucts according to embodiments of the present disclosure. It
will be understood that each block of the flowchart illustra-
tions and/or block diagrams, and combinations of blocks in
the flowchart illustrations and/or block diagrams, can be
implemented by computer program instructions. These com-
puter program instructions may be provided to a processor
of a general purpose computer, special purpose computer, or
other programmable data processing apparatus to produce a
machine, such that the instructions, which execute via the
processor of the computer or other programmable data
processing apparatus, create means for implementing the
functions/acts specified in the flowchart and/or block dia-
gram block or blocks.

These computer program instructions may also be stored
in a computer readable medium that can direct a computer,
other programmable data processing apparatus, or other
devices to function in a particular manner, such that the
instructions stored in the computer readable medium pro-
duce an article of manufacture including instructions which
implement the function/act specified in the flowchart and/or
block diagram block or blocks.

The computer program instructions may also be loaded
onto a computer, other programmable data processing appa-
ratus, or other devices to cause a series of operational steps
to be performed on the computer, other programmable
apparatus or other devices to produce a computer imple-
mented process such that the instructions which execute on
the computer or other programmable apparatus provide
processes for implementing the functions/acts specified in
the flowchart and/or block diagram block or blocks.

The block diagrams in the Figures illustrate the architec-
ture, functionality, and operation of possible implementa-
tions of systems, methods and computer program products
according to various embodiments of the present disclosure.
In this regard, each block in the block diagrams may
represent a module, segment, or portion of code, which
comprises one or more executable instructions for imple-
menting the specified logical function(s). It should also be
noted that, in some alternative implementations, the func-
tions discussed hereinabove may occur out of the disclosed
order. For example, two functions taught in succession may,
in fact, be executed substantially concurrently, or the func-
tions may sometimes be executed in the reverse order,
depending upon the functionality involved. It will also be
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noted that each block of the block diagrams, and combina-
tions of blocks in the block diagrams, can be implemented
by special purpose hardware-based systems that perform the
specified functions or acts, or combinations of special pur-
pose hardware and computer instructions.

The terminology used herein is for the purpose of describ-
ing particular embodiments only and is not intended to be
limiting of the invention. As used herein, the singular forms
“a”, “an” and “the” are intended to include the plural forms
as well, unless the context clearly indicates otherwise. It will
be further understood that the terms “comprises” and/or
“comprising,” when used in this specification, specify the
presence of stated features, integers, steps, operations, ele-
ments, and/or components, but do not preclude the presence
or addition of one or more other features, integers, steps,
operations, elements, components, and/or groups thereof.

The corresponding structures, materials, acts, and equiva-
lents of all means or step plus function elements in the
claims below are intended to include any structure, material,
or act for performing the function in combination with other
claimed elements as specifically claimed. The description of
the present invention has been presented for purposes of
illustration and description, but is not intended to be exhaus-
tive or limited to the invention in the form disclosed. Many
modifications and variations will be apparent to those of
ordinary skill in the art without departing from the scope and
spirit of the invention. The embodiment was chosen and
described in order to best explain the principles of the
invention and the practical application, and to enable others
of ordinary skill in the art to understand the invention for
various embodiments with various modifications as are
suited to the particular use contemplated.

Referring to FIG. 1, a schematic diagram of a system 100
for performing an automated system test is shown. The
system 100 comprises a test block repository 110, a test
block execution unit 120, a status repository 130 and a
history log unit 140. The test block execution unit 120 is
interacting with the system under test SUT. The system 100
builds as automated test environment for the system under
test SUT to test said system SUT as close as possible to the
common use, i.e. the system 100 is adapted to emulate
“close to customer” usage scenarios. The system under test
SUT is the actual system to be verified and/or validated. In
a concrete embodiment it might be application software
including its operational environment such as the operating
system, middleware, other applications or underlying con-
figurations as well as attached other systems or devices. In
another embodiment, the system under test SUT might be a
complex, software-controlled technical system, wherein the
system 100 is interacting with the technical system via an
appropriate interface.

The test block repository 110 is configured to store and
manage a plurality of test blocks TB1-TBn. Each test block
TB1-TBn embodies and/or implements a certain set of
activities a user would perform on the system under test SUT
as a smallest cohesive unit of steps, e.g. register as a new
user for a travel booking system. Thereby, a certain test
scenario, e.g. booking a journey on a booking system, may
be subdivided in a plurality of smaller steps, wherein each
step is emulated by a test block TB1-TBn.

Each test block TB1-TBn is associated with a set of
parameters.

There may be pre-conditions specified which have to be
met for executing the test block. It is worth mentioning that
all test blocks can be executed independently from each
other, but there might be dependencies regarding the order
of execution. For example, a modification in the booking
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system may only be performed if there is at least one order
within the booking system, i.e. the system under test SUT.
By defining pre-conditions it is possible to specify require-
ments that have to be fulfilled before executing a certain test
block TB1-TBn. In other words, not all of the defined test
blocks are executable at each point of time. Therefore the
test block repository 110 is adapted to determine the execut-
able test blocks out of the whole set of available test blocks.

In addition, the test blocks may comprise at least one
parameter influencing the probability of execution of the
respective test block, i.e. an individual weight or likelihood
factor. The test block repository 110 is adapted to select a
test block TB1-TBn out of the actual executable test blocks
TB1-TBn randomly. By implementing said weight or like-
lihood factor it is possible to imitate the typical usage of the
system under test SUT. For example, a first test block may
implement the reservation of a journey, a second test block
may implement its cancellation. In normal use of a booking
system the probability of a reservation may be higher than
the probability of cancellation. Therefore to get as close as
possible to the common usage of the system under test SUT,
the weight or likelihood factor of the first test block might
be higher than the weight or likelihood factor of the second
test block.

Furthermore a test block TB1-TBn may be associated
with at least one further parameter or variable, wherein the
value of the parameter is not stored within the respective test
block but is located within the status repository 130. During
execution, the respective test block TB1-TBn may have
access to the status repository 130 and therefore access to the
value of the parameter stored within said status repository
130. Thus, it is possible to exchange information between
subsequently executed test blocks in an indirect and
decoupled manner. On the one hand, the test block may log
information and states to the status repository 130 for reuse
by subsequently executed test blocks and on the other hand,
the test block may be able to refer to information and states
produced by previously executed test blocks by accessing
the status repository 130.

Optionally, the test blocks may comprise at least one
further parameter or identifier specifying at least one crite-
rion or defining a certain purpose or objective of the test
block. Said parameter or identifier may be checked or
scanned during evaluating the readiness of the test block
and/or while selecting a certain test block out of the set of
test blocks ready for execution. Thereby it is possible to limit
the number of test blocks if certain hot spot areas should be
evaluated by the automated system testing, e.g. areas
addressed by accumulated Problem Management Requests
(PMRs), areas addressed by Authorized Program Analysis
Reports (APARs) which were opened in the recent past or
areas mainly affected by recent code changes.

In addition, test blocks TB1-TBn may comprise a descrip-
tion or specification of corresponding verification points to
automatically determine if the execution of the test block
was successful or if a failure occurred. In other words, the
test blocks are self-validating and contain information
regarding the assessment of the result of execution.

As already mentioned, the test block repository 110 is
adapted to randomly select a test block TB1-TBn to be
executed from the set of executable test blocks. The strategy
for selecting the test block to be executed next will be
described later on.

The test block repository 110 is connected to the test block
execution unit 120 which is adapted to trigger the execution
of the selected test block. It is worth mentioning that only
one test block is executed by the test block execution unit
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120 at a certain point of time. The currently executed test
block is interacting with the system under test (SUT), i.e. it
is performing concrete actions on the system under test SUT.

In order to evaluate long term effects of the system under
test SUT, the test block execution unit 120 does not perform
any cleanup or initialization steps between the subsequent
executions of a plurality of test blocks. Thereby a realistic
usage of the system under test is achieved. In case of a bug
within the system under test, the value or behavior resulting
of the bug will not be erased due to any cleanup or
initialization step but it might propagate and lead to a wrong
configured setup of the system under test SUT. The case may
occur that all the subsequently executed test blocks will fail
or will be not executable any more. As a consequence, the
system 100 may enter and signal the state “stalled”, i.e. there
is an exit-condition to stop the execution of the test envi-
ronment.

Preferably, the test block execution unit 120 is adapted to
perform automatic build upgrades. Build upgrades do mean
a replacement of all or a subset of components of the system
under test (e.g. executables) without interrupting the overall
flow of test executions. Before executing the next test block
TB1-TBn, the test block execution unit 120 may check if a
newer version of the system under test SUT may be avail-
able. If so, the system under test SUT may be upgraded or
replaced by an actual version. Thereby upgrades without
stopping the test procedures are possible.

As already mentioned, the system 100 may comprise a
status repository 130. The status repository 130 is connected
to the test block execution unit 120 and is adapted to store
data and/or meta data reflecting the current status of the
system under test, i.e. the status repository 130 forms the
central data storage for all test blocks TB1-TBn. The test
blocks are able to exchange data and/or metadata via said
status repository 130, e.g. a first test block adds certain data
and/or meta data to the status repository 130 and a subse-
quently executed test block reads said data for further
actions.

Therefore, the status repository 130 may comprise a
generic interface for the communication with the test block
execution unit 120 allowing the executed test block to
retrieve, store, and remove data form the status repository
130 in a standardized way. The test blocks may use the
information provided to evaluate if pre-conditions are met
for execution, may fetch data to be used as input parameters
for execution, etc. During and after execution, the status
repository 130 may be updated according to the results of
execution. So, the structure of the actual information placed
and read by test blocks might be specific to a certain subset
or group of test blocks.

The status repository might also hold meta data only
allowing test blocks to retrieve the actual status information
directly from system under test SUT, e.g. references to allow
fetching the real (live) data of the system under test SUT
directly.

The system 100 may also comprise a history log unit 140.
Since the test blocks will be performed in a stochastic order
using dynamic and/or random input parameters, test system
states and random content fetched from of the status reposi-
tory 130, it may be advantageous to track and log data
specifying the progress of system testing. Those data may be
the test blocks which has been executed so far and the order
of execution, the final execution states (success/failure) of
all the test blocks executed so far, the input and output
parameters of each executed test block and the state and
characteristics of the system under test SUT before and after
execution of a certain test block. In addition the history log
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unit 140 may comprise snapshot data of the status repository
130 before and after the execution of a certain test block.
The logging may be triggered by the test block execution
unit 120. Thereby it is possible to review the logged infor-
mation in case of an error situation and investigate the
reason of said error.

By accessing the data of the history log unit 140, it may
also be possible to replay all performed test blocks in exact
the same sequence and manner including exactly the same
input parameters and properties at a later point of time as
they were performed. Said replay capability is advantageous
for reproducing a certain situation for trouble shooting or
verification purposes. Preferably, said replay mode might be
triggered by the test block execution unit 120 which might
access the history log unit 140 in a read-only mode.

In the following the dynamic process of performing
automated test on a system under test SUT based on system
100 is described by means of FIGS. 2-5. The process enables
a random, dynamic selection and execution of test blocks
TB1-TBn depending on the current status of the system
under test SUT. The sequential arrangement of the test
blocks is compiled ad-hoc in real-time based on expected
but also unexpected behavior of the system under test SUT.
Due to the state-based stochastic selection of test blocks
TB1-TBn, the system 100 emulates the arbitrariness and
unpredictability of a human interaction with the system
under test SUT.

Referring to FIG. 2, after starting the system 100 (step
200), the system under test (SUT) is prepared for testing and
preferable initialized (step 210). By initializing the system
under test, a well-defined system state is reached. As men-
tioned above, there are no further initialization steps during
the system test to explore the long-term behavior of the
system under test SUT. Following up, the status repository
130 is synchronized with the actual status of the system
under test (step 220), i.e. status parameter, e.g. variables,
metadata etc. comprising the values of the system under test
are transferred and stored within the status repository 130.
After synchronization, the status repository 130 represents
the current status of the system under test. Subsequently, the
system under test is tested by means of a loop of steps
230-290, wherein during one loop cycle exactly one test
block is executed. Because of the stochastic selection of the
test block to be executed within the loop, an arbitrariness of
the executed system test is reached, i.c. the system test is
non-deterministic. Thereby system states and defects are
uncovered which may not be detected by strictly determin-
istic test suites.

In the next step, the actual executable test blocks are
identified (step 230). For providing a set of executable test
blocks, a list containing all currently executable test blocks
is generated. It is worth mentioning, that at a certain point of
time not all available test blocks TB1-TBn can be executed.
The ability of executing a certain test block mainly depends
on the fulfillment of the pre-conditions of the respective test
block. Said fulfillment is checked based on data stored in the
status repository 130. The data stored in the status repository
130 may be updated or changed during each loop cycle.
Thus, the set of executable test blocks also may change
between subsequent loop cycles. Thereby additional ran-
domness is generated.

Within step 235 it is checked if there is at least one
executable test block available. If not, the system 100 stops
and enters system state ‘stalled’ (step 240). Otherwise
exactly one test block is selected out of the set of executable
test blocks based on a statistical method (described later on)
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(step 250). Said steps of identification and selection (steps
230-250) are preferable performed within the test block
repository 100.

After selecting the test block to be executed, said test
block is transmitted to the test block execution unit 120 and
executed within said unit (step 260). Thereby the executed
test block interacts with the system under test SUT and
triggers one or multiple operations on the system under test
SUT which may change the system status (step 270). For
keeping the data of the status repository 130 up-to-date, said
status repository 130 is updated based on the changed data
or status of the system under test SUT (step 280). Preferably,
the executed test block updates the status repository 130
with the resulting data of the triggered operation, respec-
tively, the feedback the executed test block retrieves from
the system under test SUT.

At the end of the loop the performed actions are logged.
Thereby a record is added to the history log unit 140
including details regarding the input parameters of the
executed test block, the corresponding results and the over-
all outcome of the executed operations (e.g. pass, fail, pass
with warnings). Preferably, also snapshots regarding the
status of the status repository 130 before and after the
execution are performed.

After finishing the logging, the process starts again with
step 230, i.e. identifying the test blocks being ready for
execution.

Referring to FIG. 3, step 230 of identifying executable
test blocks is described in more detail. During the identifi-
cation step, each test block TB1-TBn stored in the test block
repository 110 is checked for its execution readiness. First,
a test block to be checked is searched (step 231). If there is
at least one unchecked test block, said test block is checked
for execution readiness (step 232) which is described in
detailed manner later on. If the explored test block is ready
for execution, it is added to the list of executable test blocks
(step 233), otherwise the next test block within the test block
repository 110 is checked. The process starts again until all
test blocks have been checked. At the end, a list containing
all executable test blocks is provided (step 234).

FIG. 4 shows in detail the process of checking a test block
for execution readiness (step 232). In a first step, a data
entity relevant for the current test block is read from the
status repository 110 (step 232.1). Subsequently the appli-
cability of the data entity is checked (step 232.2). If the data
entity is applicable, it is stored within the internal cache of
the test block (step 232.3) otherwise the next data entity is
checked. The process is repeated until all data entities have
been evaluated (step 232.4). Afterwards a consolidation of
all cached data entities is performed (step 232.5). Thereby
the redundant data entities are removed. Preferably there is
a random selection of a certain data entity if multiple
instances of said data entity with the same data type are
available. Thereby additional randomness respectively arbi-
trariness is obtained. After consolidating, the cached data
entities are checked for completeness, i.e. if it is possible to
execute the test block based on said cached data (step 232.6)
and an indicator is provided for indicating the execution
readiness (step 232.7). Said indicator may be a Boolean
variable.

FIG. 5 shows in detail the process of selecting a certain
test block to be executed out of the list of executable test
blocks based on a weighted random strategy. In a first step,
the list of executable test blocks is filtered to avoid that a test
block executed directly before and failed will be executed
once again (step 251). Thereby it is ensured that the same
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test block fails again and again without transferring the
system under test SUT into a different system state.

After filtering, a scoring of the residual executable test
blocks may be performed, i.e. the residual executable test
blocks are ranked according to certain criteria. First the
score of each candidate test block is initialized to score O.
According to a first scoring step, the test blocks are ranked
according to their last execution time (step 252), wherein
recently executed test blocks gets a lower score than those
that have not been executed for a long period of time. There
may follow a second scoring step based on priority or
purpose indicators (step 253). As already described before,
said indicators may specify at least one task with high
priority or define a certain purpose or objective of the test
block. Both scorings may have a certain weighting for
adapting a prioritization of the respective scorings. After-
wards the list of executable test blocks may be sorted based
on said scores (step 254). Subsequently, the test block to be
executed is selected based on a weighted random strategy,
wherein a test block with a higher score has a higher
possibility to be selected than those with a lower score (step
255). It is worth mentioning, that in spite of scoring there is
the possibility of all residual test blocks within the list to be
selected. Only the likelihood of selection is different.

After selecting exactly one test block, said test block is
provided to the test block execution unit 120 (step 256) for
execution.

The invention claimed is:

1. A method for performing automated tests on a system
under test, the method comprising the following steps:

providing a set of test blocks, with each test block of the

set of test blocks being configured to trigger at least one
user activity on the system under test;

providing a status repository containing data reflecting a

current status of the system under test, wherein the set
of test blocks are configured to retrieve, store and
remove data from the status repository to facilitate an
exchange of at least one parameter between at least two
test blocks in the set of test blocks; and

providing a history log which protocols data regarding the

performed automated tests including an identification
of which test blocks in the set of test blocks have been
executed and an order of execution thereof and there-
fore provides data necessary for tracing a test history of
the system under test;

wherein the following set of steps is performed iteratively

in order to execute a plurality of test blocks consecu-
tively:
defining a subset of executable test blocks by evaluating
preconditions mandatory for executing the test blocks
based on the current status of the system under test;

scoring the executable test blocks based on at least one
scoring parameter;

selecting a test block to be executed out of the subset of

executable test blocks using a weighted random selec-
tion of the test block based on the scores, wherein a
probability of selection of the test block depends on the
score;

executing the selected test block, wherein due to the

execution at least one action is triggered on the system
under test;

updating data of the status repository based on data of the

system under test provided by the executed test block;
and

updating data of the history log by adding data regarding

the executed test block, a status of the status repository
and the results of the test block execution, including an
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identification of the executed test block and an order of
execution of the executed test block, in order to enable
repeating the automated tests starting at a certain status
of the system under test.

2. The method according to claim 1, wherein the status of
the status repository is read from the status repository prior
to being stored in the history log and a change to the status
repository caused by the executed test block is reconstructed
using information from the history log.

3. The method according to claim 1, wherein a test
scenario is built up by a set of self-contained test blocks,
wherein the sequence of execution of the subset of execut-
able test blocks is influenced by the current status of the
system under test.

4. The method according to claim 3, wherein the sequence
of test blocks to be executed is determined in real-time based
on data of the status repository reflecting the status of the
current system under test modified by the test block execu-
tion.

5. The method according to claim 1, wherein the test
blocks are executed independently from each other if the
preconditions mandatory for executing the test blocks are
fulfilled.

6. A method for performing automated tests on a system
under test, the method comprising the following steps:

providing a set of test blocks, with each test block of the

set of test blocks being configured to trigger at least one
user activity on the system under test;

providing a status repository containing data reflecting a

current status of the system under test, wherein the set
of test blocks are configured to retrieve, store and
remove data from the status repository to facilitate an
exchange of at least one parameter between at least two
test blocks in the set of test blocks; and

providing a history log which protocols data regarding the

performed automated tests including an identification
of which test blocks in the set of test blocks have been
executed and an order of execution thereof and there-
fore provides data necessary for tracing a test history of
the system under test;

wherein the following set of steps is performed iteratively

in order to execute a plurality of test blocks consecu-
tively:
defining a subset of executable test blocks by evaluating
preconditions mandatory for executing the test blocks
based on the current status of the system under test;

scoring the executable test blocks based on at least one
scoring parameter;
selecting a test block to be executed out of the subset of
executable test blocks by randomly selecting a test
block based on the scores, wherein a probability of
selection of a test block depends on the score;

executing the selected test block, wherein due to the
execution at least one action is triggered on the system
under test;

updating data of the status repository based on data of the

system under test provided by the executed test block;
and

updating data of the history log by adding data regarding

the executed test block, a status of the status repository
and the results of the test block execution, including an
identification of the executed test block and an order of
execution of the executed test block, in order to enable
repeating the automated tests starting at a certain status
of the system under test, wherein the test blocks are
associated with at least one weighting factor indicating
a relative frequency of the user activity emulated by the
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test block, wherein the probability of selection of a test
block is affected by the weighting factor.

7. The method according to claim 1, wherein after execut-
ing a test block the execution is validated using validation
criteria associated with the executed test block.

8. The method according to claim 1, wherein the test
blocks are adapted to validate themselves against success
and failure criteria using validation criteria that are an
integral part of each of the test blocks.

9. The method according to claim 7, wherein the result of
the validation and a before and after state of the system
under test is stored in the history log.

10. The method according to claim 1, wherein the set of
test blocks is executed iteratively and cleanup or initializa-
tion steps are avoided between subsequent test blocks to
enable the testing of long term effects.

11. The method according to claim 1, wherein the subset
of executable test blocks is updated after each test block
execution based on the updated data and/or metadata con-
tained in the status repository such that an amount of
executable test blocks is changed depending on a current
state of the system under test.

12. The method according to claim 1, wherein the at least
one scoring parameter comprises a first parameter associated
with the period of time elapsed since the last execution of the
test block and a second parameter associated with the test
block specifying the priority of the test block.

13. A system for performing automated tests on a system
under test, the system comprising:

a data processor coupled to a memory having program

code stored therein;

a test block repository providing a set of test blocks, with
each test block of the set of test blocks being configured
to trigger at least one user activity on the system under
test;

a status repository containing data reflecting a current
status of the system under test, wherein the set of test
blocks are configured to retrieve, store and remove data
from the status repository to facilitate an exchange of at
least one parameter between at least two test blocks in
the set of test blocks; and

a history log adapted to protocol data regarding the
performed automated tests including an identification
of which test blocks in the set of test blocks have been
executed and an order of execution thereof and there-
fore adapted for providing data necessary for tracing a
test history of the system under test;

wherein the program code is executable by the data
processor to perform the following steps in order to
execute a plurality of test blocks consecutively:

defining a subset of executable test blocks by evaluating
preconditions mandatory for executing the test blocks
based on the current status of the system under test;

scoring the executable test blocks based on at least one
scoring parameter;

selecting a test block to be executed out of the subset of
executable test blocks using a weighted random selec-
tion of the test block based on the scores, wherein a
probability of selection of the test block depends on the
score;

executing the selected test block, wherein due to the
execution at least one action is triggered on the system
under test;

updating data of the status repository based on data of the
system under test provided by the executed test block;
and
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updating data of the history log by adding data regarding
the executed test block, a status of the status repository
and the results of the test block execution, including an
identification of the executed test block and an order of
execution of the executed test block, in order to enable 5
repeating the automated tests starting at a certain status
of the system under test.

14. A non-transitory computer-readable storage medium
comprising computer-readable program code embodied
therewith which, when executed by a processor, causes the 10
processor to execute a method according to claim 1.

15. The system according to claim 13, wherein the test
blocks are associated with at least one weighting factor
indicating a relative frequency of the user activity emulated
by the test block, wherein the probability of selection of a 15
test block is affected by the weighting factor.
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